Managed Firewall
and VPN
Service Description

v21.4

Managed Firewall & VPN

Introduction
Technology promises the world—streamlined infrastructure, instant scalability, seamless cloud
migrations, and much more. But technology doesn’t live up to its promise without a trusted
advisor.
The Deft team humanizes technology. We actively listen to our clients, learning and collaborating to develop tailored proposals that perfectly fit your company’s needs. We then design, build,
operate, secure, and scale unique technology solutions with a singular purpose: to deftly deliver
on the promise of technology for you and your customers.
We make a difference for our clients daily. We anticipate your needs, and consistently bring
thought leadership and expertise to every encounter.
We push our potential to maximize yours. Growing our skill sets, embracing change, innovating,
optimizing, and setting new standards: these are Deft’s core operating principles.
We always find a way forward. Creativity is fundamental to our problem-solving process. Strong,
well-informed perspectives guide our strategic decisions and define our products and services.
We care, and we show up. We’re the right partner. We believe in your business and in your ability
to succeed. Your issues and needs drive our mission every day.
Deft: the most trusted technology partner since 2000.
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Managed Services Partnerships
At Deft, we approach Managed Services Partnerships

• We apply guidance and best practices gained

(MSP) in a unique way.

through our operating experience and supported by
our partners (AWS, Microsoft Azure, Ciena, Juniper,

You’ll see that we use the term Partner instead of Provider.

and more).

This is because we see Managed Services as a true partnership — and successful MSPs are that — partnerships.

Run and Operate
•

Now that your environment is successfully migrated

The foundations of success are planning and collabora-

and verified as ready for production, we perform

tion. With regular, constructive conversations about busi-

proactive management, administration, monitor-

ness continuity, and its requirements for your business,

ing, and support in line with our MSP Management

we can and will deliver success.

Matrix.

Our MSPs focus on delivering tangible value in four
distinct phases:

Optimize and Evolve
• The final step in a Deft MSP is the ongoing optimization and evolution of your environment.

Consult

• As we manage your environment on a day-to-day

• We begin with a detailed assessment of your current
•

basis, we will identify opportunities for improve-

strategy and environment.

ment and continue to make sure your environment

Everything that can impact your business success

still aligns with your business objectives.

is accounted for, including physical infrastructure,

• Any opportunities are shared directly with your

individual workloads, server configurations, network

IT and leadership teams to inform strategy and

architecture, databases, data lakes, security concerns,

decisions.

compliance requirements, and application and business process interdependencies.

Each phase uniquely supports your business, providing
exactly the management you need to ensure success.

Plan, Design and Build
• We then build out a detailed strategy that aligns
specifically with your desired business outcomes.
• After agreement on the Plan and Design, we begin
building your Managed Network environment. We

We are a trusted partner that is constantly being
prescriptive and proactive about changes to your solution based on your needs and the ever-evolving technology landscape.

work with your team so you are fully prepared for
operating in your new environment.
•

Once aligned, we work with your team to migrate to
your environment.
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Service Overview
Deft’s Managed Firewall/VPN Service is a fully managed service providing dedicated virtual or hardware-based firewalls
and VPN concentrators. This provides a barrier between the Deft-provided uplink to the public Internet and Customer’s
equipment, permitting only designated traffic to pass between the networks. The Service includes configuration management, firmware patching and updates, on-site hardware sparing, and full maintenance & support, all monitored 24x7x365
by Deft’s Service Desk. Reporting and documentation are provided through Deft’s Customer Portal.
Managed Firewall/VPN Services include high bandwidth devices, offering speeds up to 100 Gigabits per second. The
Service is designed around the customer’s requirements for throughput, traffic filtering, threat detection and prevention,
remote access, and scalability. The standard configuration for the Service includes a pair of customer-facing devices configured for high availability. These devices are connected to Deft’s scalable, redundant data center network and core routing
infrastructure.
Full administration of any device is performed by Deft’s team of network experts. If needed, customers request changes to
the Service through Deft’s Customer Portal.
This Service is available to all Deft customers located in a Deft-managed data center, including Colocation, Managed
VMware Cloud or Dedicated Servers.
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Key Features
Managed Firewall/VPN Service Key Features
Managed Firewall

Managed Firewall
with Threat Prevention

Included

Included

5 Hours / Month Included*

5 Hours / Month Included*

Included

Included

5 Users (Additional Available)

5 Users (Additional Available)

IPS

Included

Included

Application Control

Included

Included

Content Awareness

Included

Included

Feature
Firewall
Firewall Service Requests
IPSEC VPN
SSL Mobile VPN

URL Filtering

Included

Antivirus

Included

Anti-Spam

Included

Anti-Bot

Included

* Additional Firewall Service Hour Requests may be purchased as needed.
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Day-to-Day Management
Deft’s Managed Firewall/VPN Service delivers consistent operations management and predictable results by following
industry-standard and proven, internal best-practices. The specific services / management functions offered by Deft as part
of the Service include:

Change Management

Security Management

Managed Firewall/VPN Service provides simple and effi-

Managed Firewall/VPN Service protects Client informa-

cient means to make controlled changes to Client envi-

tion assets and helps keep all Managed Firewall/VPN

ronments. System changes are serviced by the Managed

Service infrastructure secure. All systems are logically

Services Team through support requests. Changes follow

separated and only available to the appropriate Managed

a well-defined approval process, and most changes can

Firewall/VPN Service environment. All Deft Managed

be executed quickly by Deft’s Managed Services Team.

Firewall/VPN Service services have encryption at rest
and in-flight enabled by default for all Clients.

Incident Management
Managed Firewall/VPN Service includes the monitoring

Continuity Management

of the overall health of the platform and the handling of

Deft can provide redundant services as an additional,

the daily activities of investigating and resolving alarms

option. In the event of a failure or outage that impacts

or incidents. Deft creates pre-defined playbooks that are

the Client’s business, or at their request, Deft can bring

used to rectify alarms and incidents in a way that mini-

the additional Managed Firewall/VPN infrastructure

mizes disruption to each Client’s environment.

online. Deft also offers comprehensive Disaster Recovery
as a Service capabilities which introduces formal SLA

Patch Management

and automation to the restore / recover processes for

Managed Firewall/VPN Service takes care of all infra-

environments dependent upon the Managed Switch adn

structure system patching activities to help keep

Router Service.

resources current and secure. When updates or patches
are released from infrastructure vendors, Deft applies

Monitoring and Reporting

them in a timely and consistent manner to minimize the

All Deft Managed Firewall/VPN Service environments

impact on Client business.

include comprehensive Health and Performance
Monitoring.

Access Management
Managed Firewall/VPN Service enables clients to securely
connect to the Service in the manner they require – be it
API access, HTTPS, Cross Connects or Dedicated Physical
Connectivity. Our team will make sure that the connection is maintained.
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Roles, Responsibilities and Process
Successful Managed Services are the result of transparency and collaboration. Clearly defined processes and a detailed
outline of roles and responsibilities are where this collaboration begins.
Our Managed Backup & Recovery Service is preceded by defined Consult and Plan, Design and Build processes. These critical steps establish the foundation for the execution of the Service and align these critical processes with your unique business needs.

Consult

net-new environment to ensure industry and Deft best

We follow a proven, structured process of automated data

practices are in place to support your business today and

collection and personal interviews with key business

tomorrow.

stakeholders, IT infrastructure, and application teams to
successfully complete the Discovery process.

Once the recommended Remediation Plan /
Development Plan has been vetted and approved, we will

The outcome of these efforts includes identification of

move on to complete the Remediation / Development

identification of business drivers and the discovery /

Process using the documentation and decisions identi-

analysis of your existing environment including Business

fied, and agreed upon, by both parties.

and IT Governance processes, Infrastructure configura-

Run and Operate

tions and Networking and Security policies.

Now that your environment is successfully configured
Discovery sessions are conducted with your company’s

and verified as ready for production, the official Managed

subject matter experts (SMEs) and our Managed Services

Backup & Recovery Service can begin. This is where we

team. This collaboration helps us prioritize your goals

begin delivery of proactive day-to-day management,

and ensure that all critical success factors are met.

administration, monitoring, and support for your backup
and restore environment and processes.

Plan, Design and Build
The data gathered and objectives defined in Consult

Optimize and Evolve

inform the configuration and process requirements for

The final component of our Managed Backup & Recovery

your Service. Plan, Design and Build brings these to life.

Service for is the ongoing optimization and evolution of
your environment. This phase has us focused on infra-

During this phase we will deliver the official, compre-

structure performance and cost management. Monthly

hensive analysis of the current environment. This docu-

or quarterly reviews provide updates and opportuni-

mentation includes, but is not limited to, Infrastructure

ties for additional environment optimizations based

Diagrams and network connectivity requirements – iden-

upon changing business requirements and environment

tifying how is accessed, used and managed today – and

performance. Any opportunities identified are shared

where risks are present.

directly with your IT and leadership teams to inform
strategy and decisions.

We will also develop and deliver a Remediation Plan for
the current environment or a Development Plan for a
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Initial Configuration & Additional Modifications
Initial Configuration
Using the baseline information in the Technical Design Workbook, the ServerCentral Engineering team will configure the
baseline parameters for initial operation.
The variables will include, but not necessarily be limited to:
•

Customer

Port Configuration
» Descriptions to match hardware for inventory
purposes

»
•

» Logical setup to match network requirements

IP Routing
» Includes simple connectivity to Deft network
» Includes complex routing to Third Party

• Traffic Filtering Configuration
» IP addresses and ports to open

Providers for both Public (BGP) and private

» Network and port address translation as required

(L3VPN)

» Higher-level URL and application rulesets

•

Cable Management
» All physical cables will be deployed by Deft

• VLAN Configuration
» Includes switch local private VLANs

personnel

» Includes Trunked (802.1Q) connections to other
•

Private (RFC1918) addresses

» With prior approval, cabling may be deployed

IP Addressing

by the customer, however, Deft personnel will be

» Public addresses whether provided by Deft or the

required to enable ports.

Additional Modifications
Once the Managed Firewall/VPN Service has been deployed, any configuration changes will be performed by Deft. Copies
of switch port and VLAN configurations will be available in the Customer Workbook or by submitting a service request.
Customers do not have access to the devices, which are wholly administered by Deft.
Should any ongoing changes be necessary, such as new network/VLAN creation, port configurations, adds/moves/changes,
or any other type of work, Customers can open a support case with Deft to request the work. Requests for non-standard
changes will be reviewed by Deft and evaluated on a case-by-case basis.
For any of the other Managed Services associated with your Managed Firewall/VPN Service, please refer to the appropriate
Service Description for further information regarding those services.
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Customer Success and Service Operations
The foundation of every Deft Managed Firewall/VPN

To create a support case:

Service is collaboration. All customer success and service
operations workflows have been designed to minimize

•

Log into the Deft Customer Portal.

response time, mitigate risk and optimize collaboration

•

Select “Create Case”.

so knowledge transfer occurs when and where necessary.

• You receive an automatic confirmation of the

We recognize your business, and your customers, operate

•

successful case creation, including the case number.
Deft Service Desk staff review the case for accuracy,

24x7x365. We have designed and operate our business

confirm the Severity Level, and send acknowledge-

to be here for you, whenever and however necessary to

ment of case receipt to you.

ensure your success.

•

Deft Service Desk agent & Cloud Services Engineer
work to resolve the support case.

Customer Success Team

•

Deft provides each customer with comprehensive
resources to deliver ongoing service and support for your

Case updates are provided at set intervals as determined by the Severity Level.

•

Case is Resolved & Marked for Closure.

cloud environment. From sales, solution architecture
and certified engineer support on our Service Desk, to

Case Creation – Telephone

customer success and executive management sponsor-

We recognize there may be times when a support case

ship, you will have experts with you every step of the way.

required the immediacy only a phone call can provide.
Support cases may be created by calling the Deft Service

How to Contact Deft Support

Desk at +1 312-829-1111, Ext. 2. Telephone submitted

Deft uses cases to identify incidents and provide support

support cases utilize a similar support operation, with a

to our clients until the incident is resolved. Case identifi-

few modifications.

cation and review is conducted using the Deft Customer
Portal. Each Deft client is supplied with accounts that are

To create a support case:

permissioned to create, update and view their cases.

Case Creation – Customer Portal

•

Call the Deft Service Desk at +1 312-829-1111, Ext. 2.

•

Deft Service Desk Agent verifies caller identity,

Support cases submitted to Deft are submitted using the

captures relevant information, creates the support

Deft Customer Portal. The portal is accessible at: https://

case, and assigns a Severity Level.

portal.deft.com

•

Deft Service Desk agent & Cloud Services Engineer
work to resolve the support case.

•

Case updates are provided at set intervals as determined by the Severity Level.

•
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Case Escalation Paths

Alternate Escalation – Case Response

Deft provides several, formal options for support case
escalation. Escalations occur to set a support case to a

You may submit a response to an existing case and simply

desired Severity Level, as outlined below.

request an escalation to the desired Severity Level. The
Severity Level will be raised once a Service Desk Agent has

Primary Escalation Path - This method is preferred as it

reviewed and processed the request.

is the most efficient method for raising the Severity Level
of a case. To create a support case, you will:

Alternate Escalation – Phone Support

•

Log into the Deft Customer Portal.

• You may call the Deft Service Desk at +1 312-829-

•

Navigate to the appropriate case.

•

Click the “Escalate Case” link.

•

Select the desired Severity Level and submit.

1111, Ext. 2.
• The Deft Service Desk Agent will verify the caller’s
identity and the support case number. You verbally
request escalation to the desired Severity Level.

Alternate Case Escalation Path(s) - Additional Case
Escalation paths are also available. However, it is import-

• The Deft Service Desk Agent updates the case
accordingly.

ant to note that Alternate Case Escalation Paths will not
be as expedient as the Preferred Escalation Path.
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Response Time
All Deft MSP customers can set the severity level of their support cases. The severity level you select will determine the
response time. You can select the following severity levels when submitting a support case:

Infrastructure Administration (Proactive Services)
Severity Level

Description

Response Time SLA

Critical / Level 1

Critical Issues include business-critical system
outages or issues causing extreme business
impact.

15-minute response time

High Severity Level issues include the
impairment of production systems, impaired
application performance, and moderate
business impact.

30-minute response time

Normal Severity Level issues include standard
service issue requests and minimal business
impact.

1-hour response time

Low Severity Level issues include general
information requests, questions and guidance
from Deft MSP team members, arranging
prescheduled maintenance activities.

4-hour response time

Informational Issues include general questions,
how-to style requests, or reports.

24-hour response time

High / Level 2

Normal / Level 3

Low / Level 4

Informational / Level 5

As standard business practice, Deft’s Service Desk acknowledges all support cases within 15 minutes of case creation. The
response times identified in the table above represent the average time required to remediate such issues. Please note the
response time to resolution of your issue may vary based upon circumstances and configurations unique to your business
and your cloud architecture. Any support cases created without a severity level selected will be set to “Level 3 – Normal” by
default.
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Service Level Agreements

Account Reviews

Deft provides multiple Availability SLAs for Managed

Deft offers quarterly and annual Account Reviews for all

Firewall/VPN MSP customers including:

Managed Service Partnerships. These collaborative sessions
aim to provide greater visibility into the technical, opera-

• Availability SLA, Standard Managed Firewall Service

tional, financial and business aspects of your company and

• Availabilty SLA, High-Availability Managed Firewall

your Cloud. Account Reviews also provide you with a way

Service

to offer direct feedback, including areas of improvement,

•

Hardware Replacement (Chicago Market) SLA

on the status of your Partnership with Deft.

•

Hardware Replacement (Worldwide Market) SLA

•

Configuration Management SLA

•

Change Request SLA

An Account Review agenda includes:

• VPN Tunnel Creation Request SLA

•

•

• Technical, Operational, Business Updates

Ongoining Maintenance SLA

•
The SLAs for the Managed Firewall/VPN Service will be

Introductions
Service & Performance Metrics/Dashboard Review
Optimization Recommendations

dependent upon the configuration(s) and location(s)

•

selected by Deft and you.

• Access Control List (ACL) Review Q&A/Discussion

You can find current version of the Managed Firewall/VPN
SLA on our website at https://www.deft.com.

SLA Adherence & Support Ticket Review

Upon completion of each account review, you should be
confident that we are flexing our services and approach to
meet you where you are and have a plan to take you where
want to go so that you can focus on what matters most for
your customers and your business.
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Responsibility Matrix
We are committed to solving your Managed Firewall/VPN challenges so you can focus on what matters most.
Each Deft Managed Services Partnership operates with the understanding that there are two parties involved in supporting
your environment: your in-house experts and ours.
The Managed Firewall/VPN Service, including all Deft-operated hardware and software, is monitored by our Managed
Services Team and Service Desk. Should any issues or anomalies be detected with the Service, a member of the Deft
Managed Services Team or Service Desk team will take corrective action as planned and notify the customer.
From time to time, we will perform scheduled maintenance activities on the infrastructure supporting the service.
Customers will be notified in advance for all scheduled maintenance. Emergency maintenance may be required and
performed without advance notice. Should a service-impacting emergency maintenance be required, we will use
commercially reasonable efforts to notify Customer upon execution of the maintenance.
The following responsibility matrix defines the roles and responsibilities for each phase:

Consult Responsibilities
Managed Service

Deft

Customer

Identify Business Drivers

Y

Y

Align Business Drivers with Project

Y

Y

Current Infrastructure

Y

Y

Current Applications

Y

Y

Application and Infrastructure Dependency Mapping

Y

Y
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Plan, Design and Build Responsibilities
Plan and Design Managed Service

Deft

Customer

Greenfield Architecture

Y

N

Total Cost of Ownership

Y

N

Migration Plannning

Y

N

Compliance Requirements

Y

N

Hardware Selection Requirements

Y

N

Hardware Procurement

Y

N

Scale Requirements

Y

N

Deft

Customer

Proof of Concept / Pilot Environment

Y

N

Environment Build-Out

Y

N

Environment Migration

Y

N

Environment / Appliance On-Site Sparing

Y

N

Build Managed Service
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Run and Operate Responsibilities
Configuration Management Managed Service

Deft

Customer

Infrastructure Patching and Updates

Y

N

Infrastructure Configuration Management Automation

Y

N

Infrastructure and Environment Audit Logging

Y

N

Credential Management and Resets

Y

N

Deft

Customer

Network Performance

Y

N

Appliance Storage Performance

Y

N

Infrastructure Alert Response and Triage

Y

N

Environment Alert Response

Y

N

Deft

Customer

Network Configuration and Security Protection

Y

N

Compliance Support

N

Y

Support / Incident Portal

Y

N

Incident Response

Y

N

Request Response

Y

N

Monitoring and Alerting Managed Service

Security Managed Service
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Optimize and Evolve Responsibilities
Change Management Managed Service

Deft

Customer

Infrastructure Resources

Y

N

Infrastructure Configuration

Y

N

Deft

Customer

Infrastructure Logs

Y

N

Platform Compliance Initiatives

Y

N

Audit Trails Managed Service
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Additional Questions
For more information, visit www.deft.com or contact us at (312) 829-1111 and sales@deft.com

About Deft
At Deft, we are our clients’ most Trusted Advisor.
The Deft team humanizes technology. We actively listen to our clients, learning and collaborating to develop tailored proposals that perfectly fit your company’s needs.
We then design, build, operate, secure, and scale unique technology solutions with a singular
purpose: to deftly deliver on the promise of technology for you and your customers.
Learn more at www.deft.com or contact us at (312) 829-1111.
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